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CAN ARTIFICIAL 
INTELLIGENCE AND 
MACHINE LEARNING 
HELP ACHIEVE SPEED 
OF SIM BOX DETECTION?

WHITE PAPER



Big Data, Artificial Intelligence (AI), 
and Machine Learning (ML) are 
popular words to splash on websites, 
marketing brochures, and conference 
presentations these days. Not only 
in the telecommunications Revenue 
Assurance and Fraud Management 
(RAFM) sector, but also across 
industries like banking, healthcare, 
and manufacturing. Will these 
technologies bring an end to fraud 
losses and revenue leakages in the 
telecom business?

Probably not in our lifetimes. 

But the ability to real-time process massive data volumes within a telco and the commercialization of 

data science do have some practical applications that are improving the efficiency and effectiveness of 

Fraud Management professionals. LATRO has incorporated both AI supervised and unsupervised machine 

learning algorithms into our Versalytics system which analyzes XDR data feeds to proactively detect 

and block international bypass or “SIM Box” fraud. The practical use cases of these forms of Artificial 

Intelligence support LATRO’s best-in-class speed of detection when it comes to identifying SIM Cards even 

before they are used to fraudulently terminate international voice calls.

The term “AI” or Artificial Intelligence was coined in 
the 1950’s. Today, it has a broad range of definitions 
and, thanks to the imagination of Hollywood, can 
conjure a vision for many people of oppressive robot 
regimes or diabolical computer systems inhabiting 
the Ether. Though there is not universal agreement 
on its meaning, the definition that Amazon provides 
on its website converges on how most experts 
describe AI these days,

“Artificial Intelligence (AI) is the field of computer 
science dedicated to solving cognitive problems 
commonly associated with human intelligence, 
such as learning, problem solving, and pattern 
recognition.”1 

Machine Learning or “ML” is considered a specialty 
branch of AI. The aim of ML developers is to produce 
statistically based mathematical models which use 
patterns in large volumes of data to accurately 
predict outcomes. There are three primary types 
of ML “learning” algorithms: supervised learning, 
unsupervised learning, and reinforcement learning.

Supervised learning ML systems use inputs called 
“training data” that serve to form predictive model 
algorithms. The algorithms may improve the 
system predictive performance over time through a 
recursive cycle of comparison to new training data 
references.

Unlike supervised learning, unsupervised learning 
ML systems do not use training data feedback. 
Instead, unsupervised systems examine large sets 
of data and develop clusters and groups based on 
observations of commonalties within the data that 
result in algorithms which apply the learned clustering 
to new system data inputs with the aim to identify or 
predict events or behaviors.

The bottom line with regards to RAFM is that 
implementations of ML realized through the 
application of AI technology are here today, and 
LATRO’s Versalytics system uses both supervised 
and unsupervised ML learning to power our speed of 
SIM Box detection performance.

What are Artificial Intelligence and Machine Learning?

How Does Versalytics Use Artificial 
Intelligence and Machine Learning? 
Historically, Telecom Fraud Management systems 

relied on a rules-based approach to determine 

whether particular subscriber lines, or SIM Cards, 

were being used to commit fraud. The rules-based 

approach involved defining usage and location metrics 

or thresholds combined in a weighted decision tree 

through which all new input data (typically CDRs) 

were examined. Generally, the aim of the rules was 

to differentiate fraud usage from normal subscriber 

usage and take mitigation action against the fraud 

suspects such as blocking SIM Cards.

Development of the rules was heavily dependent on the 

FM professional’s knowledge of the fraud behaviors, 

first-hand critical observation of the data, or use 

of offline analysis tools. In all cases, the predictive 

ability and accuracy of such an approach was almost 

entirely limited by the human capacity and capability 

of the FM professional. And the effectiveness of the 

solution constrained by the data processing speed of 

the FMS.

LATRO’s Versalytics system still includes rules-

based algorithms and weighting factors. However, 

the application of AI and Machine Learning now 

removes the legacy limitations imposed by even the 

most talented FM professional. Versalytics employs 

supervised and unsupervised learning algorithms to 

optimize SIM Box detections by breaking through 

the simple first order observations and logic definition 

barriers by which even the most experienced, trained, 

and smartest FM professionals are constrained as 

humans.

Versalytics AI Supervised Learning
Versalytics eliminates the need to rely on experienced 

FM Analysts to create expert detection profiles. 

Instead, users of the LATRO Versalytics system can 

simply “teach” the system the difference between 

fraudulent SIM Box data and normal subscriber data 

by uploading historically confirmed fraud events- or 

what AI/ML scientists call “training data”.

Versalytics uses the training data to produce 

classification models based on data characteristics 

involving usage, device type, signaling “fingerprints” 

(what LATRO calls Protocol Signature), location, 

and charging patterns. Versalytics translates the 

classification model into a detection profile which then 

is applied during real-time processing of the system’s 

data inputs resulting in identification and detection of 

new SIM Box fraud- often before the SIM Cards make 

their first revenue damaging bypass termination call.

A summary report of the classification model highlights 

the differentiating and comparative statistics of the 

fraudulent versus the normal SIM Card usage for the 

system user or FM Analyst. The analyst can recursively 

apply the learning process as new training data is 

available in order to continue tuning and adapting 

the systems classification algorithms and detection 

profiles.
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Versalytics AI Unsupervised Learning
Multiple SIM Box fraud operations are typically 

occurring within a market or network. These fraudsters 

often configure and operate their illegal devices slightly 

differently. As a result, SIM Cards used within the SIM 

Box devices exhibit varying statistical metrics based on 

the operation to which they are associated. Therefore, 

the LATRO Versalytics system must employ many 

different detection algorithms in order to effectively 

detect each type of SIM Box in real-time.

LATRO accomplishes the development of these distinct 

profiles through an unsupervised learning method 

called Density-Based Spatial Clustering (DBSCAN). 

Like the supervised learning algorithms, DBSCAN 

also uses data characteristics involving usage, device 

type, Protocol Signature, location, and charging 

patterns. DBCSAN creates large sets of dimensions 

around the data and clusters the data while observing 

commonalities and differences. The result is a set 

of distinct detection profiles that complement the 

supervised learning classification models that account 

for the unique variations between SIM Box operation 

behaviors.

Where Will Artificial Intelligence and 
Machine Learning Take RAFM?

 As mentioned earlier, it is doubtful that AI/ML will solve 

all our telecom RAFM problems and challenges any time 

soon. However, AI/ML is already powering advances 

in RAFM capability that lead to increased efficiency 

and productivity. At LATRO, we are empowering even 

the most experienced FM professionals to accomplish 

their jobs at a level not achievable just a few years 

ago. Our success demonstrates that the application 

of AI/ML in RAFM systems will help close the familiar 

industry gaps of talent availability and development as 

well as strains on telecom staffing budgets. LATRO 

plans to continue expanding the capability of our AI/

ML developments as we broaden our solution offering 

into other RA and FM application areas as we strive to 

achieve the protection of income and revenues across 

the markets we serve.

1 - What is Artificial Intelligence? Machine Learning and Deep Learning 
    https://aws.amazon.com/machine-learning/what-is-ai/


